Based upon on the research and the large gap in law and regulation of the commercial marketplace for student data, the study offers a set of recommendations as follows:
1) The commercial marketplace for student information should not be a subterranean market. Parents, students, and the general public should be able to reasonably know (i) the identities of student data brokers, (ii) what lists and selects they are selling, and (iii) where the data for student lists and selects derives. A model like the Fair Credit Reporting Act (FCRA) should apply to compilation, sale, and use of student data once outside of schools and FERPA protections. If data brokers are selling information on students based on stereotypes, this should be transparent and subject to parental and public scrutiny.
2) Brokers of student data should be required to follow reasonable procedures to assure maximum possible accuracy of student data. Parents and emancipated students should be able to gain access to their student data and correct inaccuracies. Student data brokers should be obligated to notify purchasers and other downstream users when previouslytransferred data is proven inaccurate and these data recipients should be required to correct the inaccuracy.
3) Parents and emancipated students should be able to opt out of uses of student data for commercial purposes unrelated to education or military recruitment. 4) When surveys are administered to students through schools, data practices should be transparent, students and families should be informed as to any commercial purposes of surveys before they are administered, and there should be compliance with other obligations under the Protection of Pupil Rights Amendment (PPRA). 
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I. INTRODUCTION
The purpose of this study is to attempt to understand the commercial marketplace for student information. The data market is becoming one of the largest and most profitable marketplaces in the United States, 1 and data brokers 2 may now have databases that store billions of data elements on nearly every United States consumer. 3 As a society, however, we have decided that personal information about students is special -that this data merits heightened legal protection. 4 Underlying this sensitivity to student data is the premise that information deriving from pursuit of an education should not be exploited without restraint.
At a minimum, student data governance and practices should be transparent. 5 The direct marketing industry itself urges that data practices be transparent when information is from or about children stating: "Marketers should effectively explain that the information is being requested for marketing purposes. Information not appropriate for marketing purposes should not be collected. Upon request from a parent, marketers should promptly provide the source and general nature of information maintained about a child and allow for removal or correction." 6 Currently there is no federal privacy law specifically governing student data brokers. 7 Yet, there is an obvious marketplace for student information. One data broker states that it has 1 See WORLD ECONOMIC FORUM, PERSONAL DATA: THE EMERGENCE OF A NEW ASSET CLASS ("Personal data is becoming a new economic "asset class", a valuable resource for the 21st century that will touch all aspects of society"), https://www.weforum.org/reports/personal-data-emergence-new-assetclass. See . 5 See, e.g., FERPA, 20 U.S.C. § 1232g(a)5(B) (2012) (Educational institutions are required to notify parents regarding what information they have defined as directory information.); FERPA, 20 U.S.C. § 1232g(b)2 (2012) (Subject to certain exceptions, prior written consent is required before institutions can disclose non-directory information. Prior written consent must include specification of the records to be disclosed, the purpose of the disclosure, and identification of the party or class of parties to whom the disclosure is to be made.). 6 DIRECT MARKETING ASSOCIATION GUIDELINES FOR ETHICAL BUSINESS PRACTICE, art. 15 (2016) . 7 See infra Part II.
been "the nation's premier provider of student marketing data" for over 40 years 8 and that it now has a database of the mailing addresses of over 5 million high school students. 9 Another offers data on students as young as two years old. 10 This information is being collected, marketed, and sold about individuals because they are students. Many data brokers gather personal information on students because it is helpful for higher education and those providing financial aid opportunities to have access to this data for recruiting purposes. 11 Here, parents and students may intend to turn over student information both for their benefit and with a direct nexus to education. 12 However, there is also a commercial market for student data simply because students may make good consumers for products and services wholly unrelated to education. 13 For example, one data broker advertises high school students as a "brand conscious and tech savvy group of consumers" and recommends their data be used for products such as "formal wear and limo services," "smart phones and personal electronics," or "apparel & footwear." 14 What does the commercial marketplace for student information look like? How transparent is it for a parent and the public? What can one find out about brokers selling student data? To gauge what limits, if any, existed for commercial exploitation of student data, Fordham 8 About Us, ASL MARKETING, http://www.aslmarketing.com/about (last visited July 18, 2017). "For over 40 years, ASL Marketing has been the nation's premier provider of student marketing data, focused on the highly desirable 13-34 year old market." Id. 9 High School Student Data Card, ASL MARKETING, http://www.aslmarketing.com/docs/DataCardsInfographic-High%20school.pdf (last visited July 13, 2017). 10 Students Email List, LAKE B2B, https://www.lakeb2b.com/students-email-list (last visited August 8, 2017). LakeB2B sells a student email database that "has the names of students between the ages of 2 and 13." Id. LakeB2B explains that its student lists contain preschool students and, thus, students between the ages of two and five ("The Student Email List from Lake B2B is one of the largest, most complete lists of students from preschool to graduate school and beyond."). Id. 11 See, e.g., The National Research Center for College and University Admissions (NRCCUA). Privacy Statement, NRCCUA, https://www.nrccua.org/cms/About-Us/Privacy-Statement.aspx (last visited July 19, 2016). See also Frequently Asked Questions, ERCA, http://www.studentresearch.org/faqs/ (last visited July 13, 2017). "Our purpose is to facilitate high school students' exploration of careers, postsecondary education options, and future employment, and to help parents and educators guide students to make informed decisions about their future." Id. 12 See, e.g., About Us, SCHOLARSHIPS.COM, https://www.scholarships.com/about-us/ (last visited July 13, 2017). Scholarships.com is a database of scholarships and financial aid resources to which students have access after completing a questionnaire. Id. See also Frequently Asked Questions, ERCA, http://www.studentresearch.org/faqs/ (last visited July 13, 2017). ERCA is a non-profit organization that states it "connects students and parents with educators, counselors, colleges and universities, and professional organizations and associations, all for the benefit of the student." Id. 13 A data broker can use the data to "create lists of college-bound students that it sells to commercial entities for use in marketing. Such entities include, but are not limited to, consumer products manufacturers, credit card companies, direct marketers, list brokers, database marketing companies, and advertising agencies. CLIP randomly contacted one of the student data brokers it identified during the course of this research and discovered that the broker was perfectly willing to sell a list of "fourteen and fifteen year old girls for family planning services": "… [Sales representative] here-ExactData-just wanting to touch base regarding that marketing list you had requested from us. I know that your target audience was fourteen and fifteen year old girls for family planning services. I can definitely do the list you're looking for-I just have a couple more questions. The data broker relentlessly followed up on Fordham CLIP's initial inquiry, eager and claiming to be able to sell this questionable list of labeled teenage girls. Yet, there is very little transparency as to the overall marketplace for student data. These types of lists about students are evidently available for purchase from data brokers, but the commercial marketplace is opaque from the perspective of students and parents.
For several years, Fordham CLIP studied the commercial marketplace for student information. We reviewed publicly-available sources, made public records requests to educational institutions, and collected marketing materials received by high school students. After all these efforts, we could only identify a limited number of data brokers definitively selling student information. Further, the student data brokers Fordham CLIP was able to identify frequently change names, merge, and have affiliated relationships.
We were also often unable to determine sources of student data. Large school districts state that they are not selling directory information 16 except to the military and other educational institutions. If student information is not coming from schools, then where is it coming from? Wearing the hat of a knowledgeable and motivated parent or student, and after years of research, Fordham CLIP was largely unable to discover data sources.
This study demonstrates the lack of transparency in the student information commercial marketplace. This report will first describe the legal framework, or absence of same, for data brokers selling student information. Then, given a lack of regulation and oversight, Fordham CLIP sought to determine what this commercial ecosystem looks like. After describing our research methodology, this report then offers its research findings and analysis regarding the types of commercial solicitations that students receive, the identities of data brokers confirmed to advertise the sale of student information, the sources of student data in the commercial 15 Telephone voicemail from Sales Representative, Exact Data (Nov. 18, 2014) . Despite the continued advertising of the sale of lists of students and their email addresses, a sales representative from Exact Data said in a follow-up phone call eighteen months later that the email addresses and purported student data were those of the parents and not the students. Telephone call with Customer Service Representative, Exact Data (May 4, 2016). Both assertions, the advertising claims to sell students' information and the sales representative's back-tracking, cannot be true. There is no way for anyone to know the truth without buying a list and checking or issuing a subpoena for a false advertising claim. This demonstrates a striking degree of opacity. 16 See infra note 21. marketplace, the types of student data offered for sale, and the ways in which data brokers package it. This research study concludes with Fordham CLIP's final observations and policy recommendations.
II. LEGAL FRAMEWORK
Currently there is no federal privacy law in the United States that specifically targets the use, retention or resale of student data by private-sector data brokers. 17 
FERPA
18 impacts collection of student data by regulating to whom and under what circumstances educational records may be disclosed by educational agencies and institutions. 19 However, FERPA does not directly apply to private-sector data brokers 20 and some student data types fall outside of FERPA's scope. 21 Often, this student information outside of FERPA protection may be highly valuable to data brokers, such as metadata collected when students interact with a third-party app or service 22 25 Data brokers are often not directly collecting information from children online and are simply downstream recipients of personal data collected by others. Therefore, although COPPA-covered operators are legally required to safeguard the confidentiality, security, and integrity of personal information collected from children, 26 COPPA does not directly apply to data brokers receiving student data second-hand. Also, like FERPA, valuable student data may not be "personal information" as defined by COPPA and may be outside the scope of its protection. 27 If the information is derived from a child's parent, then COPPA is also inapplicable. Thus, COPPA may not restrict data brokers from trafficking in student information.
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The Federal Trade Commission (FTC) Act, prohibits "unfair methods of competition and unfair or deceptive acts or practices in or affecting commerce." 29 However, the FTC has applied the Act to only a limited number of data brokers alleging the FTC Act was violated by misrepresenting how student information was used and sold. 30 The FCRA 31 applies specifically to "consumer reporting agencies" assembling "consumer reports" for the purpose of evaluating eligibility for credit, insurance, employment, or another purpose specifically enumerated in the statute. 32 The FCRA does not apply to general purpose data brokers unless they are acting as a consumer reporting agency subject to the statute. Therefore, only a small part of the commercial marketplace for student data falls within the FCRA's limited scope. educational records. But an exception allows school districts to share those records -which might include academic, disciplinary or disability information -with services like online homework assignment systems, reading apps or school bus companies. The exception requires schools to maintain control over contractors' use of students' educational records. But some student privacy experts caution that federal rules may not be explicit enough to cover some of the latest technologies like those used by lunch account services that, for example, can scan the veins in a child's palm and use that unique biometric pattern to identify a student."). 24 The Children's Online Privacy Protection Act (COPPA), 15 U.S.C. § § 6501-6506. 25 COPPA governs the collection of personal information from children under 13 by certain operators of websites or online services. 15 U.S.C. § 6502. If a website or online service is directed at children or the operator knowingly collects personal information from children under 13, COPPA imposes certain requirements, including that the website obtain parental notice and consent. Id. There is recent momentum by state legislatures to fill in these large gaps and regulate the commercialization of student data, 33 but data brokers remain largely unfettered at the federal level to aggregate and profit off student information. Notably, California's Student Online Personal Information Protection Act (SOPIPA), enacted in 2014, 34 was the first state legislation to directly impose rules on website operators and online service providers that know their services are primarily designed, marketed, and used for K-12 school purposes. 35 SOPIPA places limits on activities of covered operators such as selling students' data, targeting advertisements, generating profiles on students, and disclosing students' personal information.
36 SOPIPA valuably fills a gap between FERPA-covered educational institutions and private-sector vendors and websites servicing schools and K-12 students. However, data brokers already in possession of student data or who obtain such information from sources outside of SOPIPA's scope possess student data with few constraints. Last year in response to many of the issues identified in this study, 37 Vermont held hearings and on May 22, 2018 enacted a law that requires data brokers to register with the state and, inspired by testimony based on the preliminary findings of this study, requires that this registration include certain disclosures about the information data brokers possess about minors. 38 The Vermont legislation is the first of its kind in the United States.
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III. METHODS TO OBTAIN INFORMATION ON THE COMMERCIAL MARKETPLACE FOR STUDENT INFORMATION
Fordham CLIP researched the commercial marketplace for student information in various ways and from varying angles. First, Fordham CLIP collected and reviewed publicly-available online information on student data brokers obtained through websites, directories, media sources, Federal Trade Commission databases, and legal search indices. 40 Fordham CLIP searched for any information relevant to student data brokers or the sale of student information, hoping to gain an understanding of what information regarding student data brokers was available to the 33 public by replicating the types of searches that a knowledgeable and motivated student or parent may do if he or she was seeking information.
Second, Fordham CLIP made public records requests to large public school districts 41 in the United States and to the New York State Department of Education 42 . Generally, with these public record requests, Fordham CLIP sought to gauge whether data brokers receive student information from educational institutions. 43 Fordham CLIP sought information on how public schools designate the types of student personal information classified as "directory information" under FERPA, who receives student "directory information" in bulk, how schools protect that information when released, and how much revenue public schools receive for student "directory information." 44 Third, Fordham CLIP collected marketing materials received by high school students to evaluate the types of advertisements students receive. Through each of these efforts, Fordham CLIP sought to gain information and gauge the transparency of student data brokers in the marketplace. Fordham CLIP attempted to identify student data brokers, investigate how data brokers obtain student data, determine what student information data brokers possess, learn how data brokers use student data, and study how organizations respond to requests for sources of student data and data practices relating to student information. Fordham CLIP was careful to focus on the marketplace for information about students and not about children's information generally. 41 Fordham CLIP selected the following six school districts that were representative of public schools in large cities across the United States and sent public records requests to each: Boston Public Schools, Chicago Public Schools, Houston Independent School District, Los Angeles Unified School District, Miami-Dade Schools, and New York City Department of Education. 42 We submitted public records requests to the New York State Department of Education in addition to the large public school districts because one of the student data brokers indicated that school registration records were one of its sources for student data. Telephone call with Customer Service Representative, Exact Data (May 4, 2016). None of the responses to Fordham CLIP's public records requests indicate that schools are giving or selling student information to data brokers. See infra Part IV(C)(3). 43 The study did not seek to and does not report on any educational institution's compliance with legal obligations. 44 Each educational institution was formally requested pursuant to relevant public records law to provide: (1) a copy of the institution's most recent annual notice to parents designating the types of student personal information classified as "directory information" by the institution pursuant to FERPA, (2) copies of all requests made during the last twelve months for student "directory information" that resulted in the release of information on more than 100 students, (3) copies of all contracts or agreements providing for the release of student "directory information" during the last 12 months, and (4) a copy of the institution's current and prior fiscal year budget showing any revenue received by the institution for the release or sale of student "directory information." The public records request Fordham CLIP made to the Boston Public Schools is attached as Appendix B.
IV. FINDINGS
Fordham CLIP sought to gauge what types of commercial solicitations students receive, who the data brokers are that advertise student information for sale, where data brokers obtain student data, what student data brokers offer for sale, and how they package it.
A. What Types of Commercial Solicitations Do Students Receive?
Fordham CLIP collected marketing solicitations received by students through mail and email to see what types of advertisements target students. We requested that students collect mail and email solicitations they received in a 10-to 14-day time period. 45 Fordham CLIP collected 232 commercial solicitations 46 received through mail or email by 10 high school students from three school districts in New Jersey 47 , New York 48 and Vermont 49 . Out of the 232 student solicitations Fordham CLIP received, 212 related to colleges, education funding, or the military. The remaining 20 advertisements students received were from the following organizations: AIG, ATW Lacrosse Camps, the American Red Cross, the Bernie Sanders campaign, Respecttomajorthings.com (credit card solicitation), Dental Implants, Dissolve Toenail Fungus, FreedomVoice, Grand Valley State University Lacrosse, Internet Income Shortcuts, the National Student Leadership Conference, New York Aquarium, Optima Tax Relief, Rosetta Stone, Under Armour, TurboTax, the Wildlife Conservation Society, and Zippy Loan. Although this is anecdotal data from a small sample set, it provides a snapshot of the types of commercial solicitations high school students receive.
Interestingly, during the course of collecting email solicitations received by students, Fordham CLIP's research email account was acquired as student contact information by a party unknown and the student solicitor would not indicate how it was obtained. Fordham CLIP created a new email address for the sole purpose of this research project and for students to forward to CLIP commercial email solicitations they received. This email account was used only for this research study and never before or after this research study for any other purpose. On February 3, 2015, Fordham CLIP received a direct email solicitation from a "Student Event Organizer" with an organization called Weekend Trip soliciting students to go on a two-day trip to Niagara Falls. 50 The advertisement makes clear that the trip is not through an educational 45 For 10 to 14 days, each student collected items he or she received; students' collection periods occurred at various times during 2014, 2015, and 2016. 46 There are many possibilities as to how Fordham CLIP's email address was acquired. The solicitor may have utilized an automated tool to spam various combinations of email addresses at ".edu" domains or someone may have eavesdropped on the lone student communicating with Fordham CLIP prior to February 3, 2015 so that it could capture the email address as the recipient of the forward. In any event, Fordham CLIP's email address was captured as student data after only receiving a single high school student's email communications. The unsuccessful attempt to determine where the commercial solicitor obtained this data is another example of the opaqueness of the student data marketplace.
B. Who Are the Data Brokers Advertising Student Information for Sale?
Fordham CLIP could only identify 14 data brokers who conclusively sell or advertise the sale of student information or have done so in the past. Fordham CLIP adopted the FTC definition of data brokers, "companies whose primary business is collecting personal information about consumers from a variety of sources and aggregating, analyzing, and sharing that information…" 55 Fordham CLIP was cautious to only identify data brokers that conclusively sell or advertise for sale student data, and not merely the personal information of minors or young adults or the contact information of parents or guardians of students. 51 Id. 
List of Student Data Brokers Identified
The following data brokers either currently commercialize student information, have gathered, bought or sold student information in the past, or advertise in marketing materials that they sell students' information: American Student Marketing advertises on its website a file of 1 million students' postal, phone, and email records. Id. Buyers can "use the file to search for students and parents by home and email address, academic and artistic interests, athletic interest and involvement, student organizations, honor societies and awards, ethnicities, gender, GPA/SAT/ACT, demographics, geographic information and much more." Id. Previously, American Student Marketing advertised that possible marketing opportunities for its list of high school students included computers and computer accessories, magazines, music subscription services, smart phones, sports memorabilia, student credit cards, and wireless electronics, but it has since removed this content from its website. High School Students, AMERICAN STUDENT MARKETING, http://www.americanstudentmarketing.com/high-school-students.aspx (as of July 19, 2016). 59 High School Students Database, AMERILIST, http://www.amerilist.com/highschoolstudents.php (last visited July 13, 2017). AmeriList is a data broker that states it sells the information of over five million high school students and their parents. Id. AmeriList urges to "[a]ce your next direct marketing campaign by teaming up with AmeriList! Put Americas [sic] best High School Students Mailing List to work for you." Id. AmeriList also states that "41% of teens participate in Black Friday shopping" and "37% of high school students go shopping two or more times per month," and advertises that its high school student database is the "ideal solution" for credit card, electronic, cell phone, and automotive offers and "many more" commercial offers. Id. 60 The Data, ASL MARKETING, http://www.aslmarketing.com/data (last visited July 13, 2017). ASL Marketing states it is the "the nation's premier provider of student marketing data, focused on the highly desirable 13-34 year old market" and that the company has been compiling lists since 1972. About Us, ASL MARKETING, http://www.aslmarketing.com/about (last visited July 13, 2017). ASL Marketing offers to sell over five million student postal records and over two million student email records. Complete Mailing List is a data broker that offers to sell data on over 3.5 million high school students. Id. Complete Mailing Lists states: "High School Students are keenly aware of all the latest trends. They are familiar with the newest electronic gadgets and popular fads in today's culture. These students are social influencers and often play a vital role in purchases made by their peers and families." Id. Complete Mailing Lists advertises that high school students are an "excellent audience" in particular for apparel catalogs and student travel offers. Id. 63 Student Direct Mail Lists and Email Marketing Lists, DATAMASTERS, http://www.datamasters.org/mailing-lists/student-database-mailing-lists/ (last visited July 13, 2017). DataMasters offers to sell the information of approximately 5.5 million high school students and 1.5 million junior high school students. Id. DataMasters states that high school students are excellent prospects for computer games and software, credit card offers, limousine services, prom dress and tuxedo rentals, retail offers, and sporting goods. Id. The company advertises that junior high school students "are terrific prospects for hundreds of products and services," including amusement activities, health-and beauty-related products and services, computer games and software, teen-related magazine subscription offers, music and videos, photography, summer camps, and sporting goods, and that "the list goes on." Id. 64 College Bound High School Students, DUNHILL INTERNATIONAL LIST CO., http://www.dunhills.com/datacardcentral/PDF/1717.pdf (last visited July 13, 2017). Dunhill International List Co. offers for sale over three million student records and over two million student email addresses. Id. Dunhill emphasizes that students are "great prospects" for clothing offers, teen magazines, book clubs, music clubs, online services, computer software/hardware, telecommunication products, automobiles and accessories, credit cards, fitness, personal care products, and travel offers. Id. Dunhill states that a sample mail piece is required in order to obtain its student list. Id. 65 Frequently Asked Questions, ERCA, http://www.studentresearch.org/faqs/ (last visited July 13, 2017). ERCA is a non-profit organization that states it "connects students and parents with educators, counselors, colleges and universities, and professional organizations and associations, all for the benefit of the student." Id. ERCA states that "[s]tudent-specific information is never made available to the general public." Id. However, ERCA also states that, in addition to releasing personally identifiable data to colleges, universities and other post-secondary schools, as well as other educational entities that wish to communicate useful and pertinent information to high school students, ERCA shares information with ASL Marketing, LLC, "a for-profit company which, among other things, is engaged in providing student data to commercial entities that want to contact high school students, including student organizations, and businesses that market consumer products and services of particular interest to them." Id. 66 See, e.g., High School Students Across The US, EXACT DATA, https://www.exactdata.com/mailinglists/high-school-students-across-the-us-mailing-list.html (last visited July 13, 2017 First, Fordham CLIP observed that it was relatively easy to identify several of the student data brokers and pursue more information about them only because they were subjects of FTC enforcement proceedings. American Student List and NRCCUA were respondents in an FTC that "this particular mailing list of High School Students Across The US gives the ability to marketing professionals to build new long-term customer relationships" and also indicates that there is an ability to advertise on social media, only to people on the list. Id. 67 Student Mailing List, INFOUSA, https://www.infousa.com/product/student-mailing-list/ (last visited July 13, 2017). InfoUSA is a student data broker that sells high school and college student information between the ages of 16 and twenty-five "that have completed an online profile and opted in to receive promotional emails." Id. InfoUSA advertises that you can "create your perfect list of students" and that its student lists are "perfect for businesses that market their products or services to youth" including specifically for clothing retailers, food and beverage companies, entertainment venues, sports and recreation facilities, banks and financial institutions, and credit card companies. Id. 68 Students Email List, LAKE B2B, https://www.lakeb2b.com/students-email-list (last visited August 8, 2017). "The Student Email List from Lake B2B is one of the largest, most complete lists of students from preschool to graduate school and beyond. Choose the student list that best suits your marketing needs. Our detailed and exhaustive set of student e-mail database [sic] has names of students between the ages of 2 and 13. This list is updated monthly to ensure accuracy and relevancy. Use this list for your direct marketing campaign if you are selling books, children's magazines, children's catalog items including toys and clothing, packaged goods for children, computer software, pageants, photography services, birthday clubs or amusement parks and more." Id. "The Lake B2B student email addresses are ideal for promoting all types of products and services including business services offers, office supplies, travel, books, publications, mail order catalogs, high ticket gifts, financial services, networking, construction equipment, telecommunications, computer hardware and software products, social media offers and more." Id. (2002) . The FTC alleged that NRCCUA collected personal information from millions of high school students by distributing surveys to high school teachers and guidance counselors. Id. at 1. The information collected included a student's "name, address, gender, grade point average, date of birth, academic and occupational interests, athletic and extracurricular interests, racial or ethnic background, and religious affiliation." Id. at 1; Id. at Exhibit B. The FTC complaint alleges that NRCCUA purported that the data it collected would only be used by colleges and universities to help students and families with the college selection process. Id. at 2. The complaint alleges that American Student List (ASL) had access to the NRCCUA information and sold the data to "commercial entities for marketing purposes." Id. at 3. Additionally, NRCCUA told teachers and schools that the survey was completely funded by colleges and universities. Press Release, Federal Trade Commission, High School Student Survey Companies Settle FTC Charges (Oct. 2, 2002), https://www.ftc.gov/news-events/press-releases/2002/10/high-school-student-survey-companies-settleftc-charges (last visited July 17, 2017). However, ASL also substantially funded the survey. Id. Pursuant to the FTC consent agreement, NRCCUA can no longer misrepresent how the survey is funded and it cannot collect student information unless it discloses the true nature of how the information will be used. . Through the survey, ERCA collected student information, such as "name, address, gender, grade point average, date of birth, academic and occupational interests, athletic and extracurricular interests, religious affiliation, racial and ethnic background, and the name and grade of a sibling." Id. The FTC alleged that SMG funded the cost of the survey and sold the data to commercial entities. Id. at 2. The FTC further alleged that responded represented that the results of the survey would only be shared with colleges, universities and other education-related services. Id. at 3. However, the FTC alleged that the data was mostly used for marketing purposes. Id. The consent agreement barred respondents from misrepresenting how information was collected and used and required ERCA and SMG to disclose if it was using information for marketing purposes. Press Release, Federal Trade Commission, Data Collected For "Educational Purposes" Also Sold To Marketers Who Targeted Kids (Jan. 29, 2003), https://www.ftc.gov/news-events/pressreleases/2003/01/student-survey-companies-settle-ftc-charges (last visited July 18, 2017). It also required the destruction of any personally identifiable information collected from any student under the age of thirteen. Id. name of the company to AlloyASL. 73 Alloy Direct Marketing was a youth and student marketing service. 74 Its parent company Alloy, Inc. was a digital media company targeting youth audiences and the company created media and entertainment content. 75 American Student List was a data broker specializing in student information. 76 In 2013, AlloyASL acquired Student Marketing Group assets and the organization changed its name to ASL Marketing. 77 Student Marketing Group operated as a data broker specializing in student and young adult information. 
C. Where Do Data Brokers Obtain Student Data?
Fordham CLIP also attempted to determine how data brokers gather student information. Data brokers obtain student information from an array of sources, although it is often unclear to parents and students what these sources of student data are.
Student Surveys and Questionnaires
Some data brokers acquire student data directly from students through surveys and questionnaires. For example, ERCA collects personal information of students through surveys it 73 administers through the students' schools. 81 NRCCUA markets and distributes surveys to high school students through teachers, guidance counselors, and online. 82 AmeriList states that it receives its information "from direct responses and internet surveys filled out by students and/or their parents/guardians." 83 Complete Mailing Lists 84 and DataMasters 85 also state that their sources of data include surveys and other direct sources.
Accounts and People of Note in the Advertising
Affiliations and Coordination Among Brokers to Collect and Share Data
Various players in the student data marketplace are affiliated and have coordinated functions. For example, one entity may be the data collection arm for a separate company operating as a student data broker. In addition to releasing personally identifiable data to colleges, universities and other post-secondary schools, as well as other educational entities that wish to communicate information to high school students, ERCA shares information with ASL Marketing, LLC, "a for-profit company which, among other things, is engaged in providing student data to commercial entities that want to contact high school students, including student organizations, and businesses that market consumer products and services of particular interest to them." 86 ASL Marketing offers to sell over five million student postal records and over two million student email records, and recommends that its list of high school students be used for formal wear and limo services, summer camp information, apparel and footwear, smartphones and personal electronics, health and beauty products, and automotive offers and accessories. 87 ERCA maintains that students and parents of students may opt out of these uses, 88 but it is unclear whether an opt out request to ERCA would also include a legal obligation on the part of 81 Frequently Asked Questions, ERCA, http://www.studentresearch.org/faqs/ (last visited July 13, 2017) ("Non-personally identifiable information collected through the Survey is compiled in ERCA's Annual Secondary School Student Survey Report"). 82 Privacy Statement, NRCCUA, https://www.nrccua.org/cms/About-Us/Privacy-Statement.aspx (last visited July 19, 2016). 83 High School Students Database, AMERILIST, http://www.amerilist.com/highschoolstudents.php (last visited July 13, 2017). 84 Complete High School Students, COMPLETE MAILING LISTS, Next Mark List (on file with Fordham CLIP) (stating that its data sources include direct responses and student and family surveys). 85 Student Direct Mail Lists and Email Marketing Lists, DATAMASTERS, http://www.datamasters.org/mailing-lists/student-database-mailing-lists/ (last visited July 13, 2017) ("The Student Data is compiled through Year Books, Surveys & Multiple Proprietary Sources"). 86 Frequently Asked Questions, ERCA, http://www.studentresearch.org/faqs/ (last visited July 13, 2017). "Our purpose is to facilitate high school students' exploration of careers, post-secondary education options, and future employment, and to help parents and educators guide students to make informed decisions about their future." Id. "Personally identifiable data provided in response to the survey will be released to Colleges, Universities and other post-secondary schools, as well as other educational entities that wish to communicate useful and pertinent information to high school students. It will also be shared with ASL Marketing, LLC, a for-profit company which, among other things, is engaged in providing student data to commercial entities that want to contact high school students, including student organizations, and businesses that market consumer products and services of particular interest to them." Id. 87 High School Student Data Card, ASLMARKETING, http://www.aslmarketing.com/docs/DataCardsInfographic-High%20school.pdf (last visited July 13, 2017). 88 Frequently Asked Questions, ERCA, http://www.studentresearch.org/faqs/ (last visited July 13, 2017). ASL Marketing to cease selling ERCA-sourced information or what, if any, the effect would be of an opt-out on downstream recipients of such data from ASL Marketing. Fordham CLIP also noted that it appears that ASL Marketing (formerly American Student List) previously affiliated with NRCCUA, 89 now receives information from ERCA, and that ASL Marketing acquired assets of the Student Marketing Group, the data recipient in ERCA's 2003 FTC proceeding. 90 NRCCUA states in its more recent privacy statement that it does not share information with "commercial marketers offering to sell…non-education-related products and services." 91 Fordham CLIP confirmed this statement in a phone call with NRCCUA's sales representative. 92 Another example of coordination among brokers is that American Student Marketing is the exclusive manager and seller of Scholarships.com data. 93 This affiliation is apparent from a careful review of the Scholarship.com and American Student Marketing websites. 94 However, it may remain a public policy concern whether a student interacting only with Scholarships.com, supplying personal information with the lure of potential scholarship money, would expect these coordinated data practices among affiliate companies and that a separate affiliate entity commercializes this data for both educational and non-educational purposes. Scholarships.com gathers information directly from students in exchange for access to its database of college scholarships and other financial aid information. 95 Students are enticed and required to provide a host of sensitive personal data to Scholarships.com in order to have "the opportunity to not only find free money for college and interact with prospective colleges but to be recruited as well." . 95 About Us, SCHOLARSHIPS.COM, https://www.scholarships.com/about-us/ (last visited July 13, 2017). 96 Id.; Frequently Asked Questions, SCHOLARSHIPS.COM, https://www.scholarships.com/support/frequently-asked-questions/#FAQ1 (last visited July 17, 2017) ("Do I have to register to view the scholarship opportunities in your database? Yes. It is the only way we will be able to deliver the most relevant scholarship opportunities in your direction. Registering allows you to store your search results and revisit the scholarships you wish to pursue when you return. If you American Student Marketing touts that its data exclusively sourced from Scholarships.com is from "consumers providing 100% self-reported information." 97 To illustrate the extensiveness of the Scholarships.com survey, Table 1 104 Thus, students seeking information on scholarships are also being solicited to sell knives.
Educational Institutions as Sources of Student Data for Brokers
Fordham CLIP attempted also to assess whether educational institutions are sources of student information for data brokers. First, of the six selected school districts, 105 four 106 fully responded to the open public records requests by September 12, 2017, a date beyond the statutory response period imposed by state public record laws. The New York City Department of Education partially responded to Fordham CLIP's public records request, but as of February 7, 2018, had not fully responded to Fordham CLIP's May 6, 2016 request for copies of contracts or agreements providing for the release of student "directory information" during the last 12 months, stating that such request required additional time "due to the volume and complexity of requests [it receives and processes], and to determine whether any records or portions thereof will be subject to redactions permitted under Public Officers Law §87(2)." 107 The other large public school districts Fordham CLIP selected did not require over 20 months to respond to the same request. More concerning from the standpoint of public record transparency is that, as of February 7, 2018, the Boston Public Schools failed to respond to any of Fordham CLIP's requests submitted to the district on May 10, 2016.
To summarize the responses Fordham CLIP did receive from educational institutions, none of the responses to public records requests indicate that schools are giving or selling student information to data brokers or to any other third party for marketing purposes except that the responsive educational institutions indicated that they provide student information to military industry, "it may be virtually impossible for a consumer to determine the originator of a particular data element." 119 Similarly, it is often ambiguous and vague as to what the sources of data are 120 and sources of underlying data are sometimes stated in non-exhaustive lists. 121 Demonstrating a lack of transparency as to data sources in the commercial student data marketplace, Fordham CLIP attempted to contact the senders of the 20 advertisements received by New York, New Jersey, and Vermont students which were unrelated to colleges, education funding, or the military. 122 On June 21, 2016, Fordham CLIP asked each solicitor where it obtained the particular student's contact information. Only one of the 20 commercial solicitors responded to this request. The American Red Cross responded and stated that it obtained the contact information directly from the student as a prior blood donor, it "never shares, sells, rents or otherwise distributes" contact, demographic, or other information to any third party, and its "volunteers, employees, and other individuals who have access to Red Cross information or perform work on behalf of the Red Cross are required to sign and uphold a confidentiality agreement." 123 In summary, data brokers obtain and aggregate student information from a variety of sources, but there is often a lack of transparency and detail as to what these specific sources are.
D. What Student Data Do Brokers Offer For Sale and How Do They Package It?
Taking the list of student data brokers Fordham CLIP was able to identify, Fordham CLIP sought to determine what data about students these brokers offer for sale and how they package student data in the commercial marketplace. There are numerous student lists and selects 124 for sale for purposes wholly unrelated to education or military service. Also, in addition to basic student information like name, birth date, and zip code, data brokers advertise questionable lists of students, and debatable selects within student lists, profiling students on the basis of ethnicity, religion, economic factors, and even gawkiness. Table 2 below provides examples of specialized lists and available selects advertised for sale by the student data brokers Fordham CLIP was able to identify. These lists and selects illustrate commercial uses of student data unrelated to education or military recruitment and profiling based on student ethnicity, religion, wealth, and personality traits. Buyer activity or recency (select) Complete Mailing Lists,These types of student lists and selects are available for purchase in the commercial marketplace. However, Fordham CLIP could not easily determine why particular students were targeted for non-education and non-military advertisements they received. Only the American Red Cross responded that it marketed to a student as a past donor and as a potential future donor to "facilitate special blood program matching," which could be based on the student's blood type, ethnicity, gender, and "test result histories like iron level." 160 If advertisers are soliciting students for products and services based upon the specific lists in Table 2 above, then this connection is not transparent. Overall, Fordham CLIP was unsuccessful in learning what characteristics or filters were associated with the students and which prompted marketing materials to be sent to particular individuals.
V. RECOMMENDATIONS
Fordham CLIP spent several years researching and seeking information on if and how student data is being commercially obtained, sold, and used. From the perspective of the data subject, this is an opaque market. A profitable ecosystem for commercial student data exists, but interested, driven, and savvy parents and students cannot find out much information about it. An industrious review of publicly-available sources, public records requests to educational institutions, and attempts at reverse-engineering advertisements received by students reveal only a limited picture of the commercial marketplace for student information. With a substantial amount of effort, parents and students can only identify a small number of brokers selling student information. Moreover, student data seems to be obtained, accumulated, and exchanged by variable corporate structures. Affiliate relationships also exist among brokers to collect and monetize student data which, despite written disclosures, may be latent and unexpected to the average parent or student.
Through its research, Fordham CLIP found that data brokers gather student information from a wide array of sources, but that it is difficult for someone to discover how an advertiser soliciting a particular student obtained that individual student's information. Educational institutions do not appear to be sources of student information for data brokers and are generally responsive to requests for information regarding recipients and sources of student data, but data sources for private-sector marketers and data brokers do not appear to be at all transparent. It is difficult for parents and students to obtain specificity on data sources with an email, a phone call, or an internet search. From the perspective of parents and students, there is no data trail. Likewise, parents and students are generally unable to know how and why certain student lists were compiled or the basis for designating a student as associated with a particular attribute. Despite all of this, student lists are commercially available for purchase on the basis of ethnicity, affluence, religion, lifestyle, awkwardness, and even a perceived or predicted need for family planning services.
Based upon its research and the large gaps in law and regulation of the commercial marketplace for student data, Fordham CLIP recommends as follows: 1) Marketplace Transparency. The commercial marketplace for student information should not be a subterranean market. Parents, students, and the general public should be able to reasonably know (i) the identities of student data brokers, (ii) what lists and selects they are selling, and (iii) where the data for student lists and selects derives. For consumer reporting agencies, the FCRA requires this type of transparency and access. 161 A model like the FCRA should apply to compilation, sale, and use of student data once outside of schools and FERPA protections. In this study, the American Red Cross, and educational institutions generally, demonstrated the type of transparency and responsiveness that should commonly exist for parents and students. A parent or student should be able to know who is selling student information, how student information is being used and sold, and the sources of the data. If data brokers are selling information on students based on stereotypes, this should be transparent and subject to parental and public scrutiny. An FCRA model would include: a) a notice of the data brokers' collection of student information either individually or by public notice; b) a right of access by parents to student information held by data brokers; c) a right to correction of inaccurate information; and d) a requirement for data brokers to disclose to parents the recipients of their child's information.
2) Accuracy. Brokers of student data should be required to follow reasonable procedures to assure maximum possible accuracy of student data. Parents and emancipated students should be able to gain access to their student data and correct inaccuracies. Student data brokers should be obligated to notify purchasers and other downstream users when previously-transferred data is proven inaccurate and these data recipients should be required to correct the inaccuracy.
3) Opting-out. Parents and emancipated students should be able to opt out of uses of student data for commercial purposes unrelated to education or military recruitment.
4) Data Collection from Educational
Institutions. School officials are possibly not aware of the extent of their role in the commercial student data industry. Schools, teachers, and guidance counselors are being used for commercial and marketing purposes as data gatherers in administering school surveys. 162 It is not clear whether these surveys are distributed with formal school district approval, and it is outside the scope of this study whether these surveys comply with the Protection of Pupil Rights Amendment (PPRA). 163 In the past, school surveys have included instruction pages or cover letters urging schools to administer the survey and stating that it may be used for evaluating financial aid and scholarship opportunities for students. 164 Thus, teachers and guidance counselors might believe they are actually harming students if they refuse to hand out the surveys. When surveys are administered to students through schools, data practices should be transparent, students and families should be informed as to any commercial purposes of surveys before they are administered, and there should be compliance with other obligations under the PPRA.
APPENDIX A
Research Methodology and Search ApproachInternet Sources and Legal Search Engines
To conduct the internet and legal search engine review, Fordham CLIP used the approach and search terms described in this Appendix A. This is not a comprehensive search of the entire internet, but we maintain that it is reasonably comprehensive to identify the relevant information a knowledgeable and motivated student or parent would find if searching for information regarding data brokers selling U.S. student information.
Selection of Search Terms
First, Fordham CLIP selected a number of broad search terms to use across search tools. The two-layer composite search strategy was that key words (e.g. data broker) would be combined with more specific key words (e.g. "student data," "student lists"). As a first layer, two terms that related to data brokers were chosen: "data broker" and "data marketer". 165 As a second layer, each of the first layer terms was then combined with a second search term related to students and the sale of student information. The search approach and use of first and second layer search terms are best visualized as a matrix. See Table A below. Searches were conducted using the combination of terms reflected by each of the boxes in the matrix. Additionally, a date filter was selected for two reasons. First, searches were generally limited to results January 1, 2002 to March 31, 2017 in order to have meaningful results capturing current news and reports. Second, a significant increase in public awareness of data brokers and the sale of information took place after FTC investigations and other major inquiries occurring around 2002.
Databases
The internet review was conducted through the following search engines and databases: google.com, Westlaw, Bloomberg, Direct Marketing News, World Privacy Forum, and FTC.gov. Fordham CLIP used the search terms above in Westlaw and searched relevant cases, statutes, secondary sources and briefs. The search produced the FTC proceedings described in Part IV(B)(2)(b); however, no federal or state court cases were located that directly addressed data brokers and student information. 
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